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1. Purpose 

This policy explains how REACT Disaster Response collects, uses, stores, and protects 
personal data. 

As a UK registered charity (No. 1163214) with a predominantly volunteer workforce, we are 
committed to handling personal data responsibly, transparently, and in line with UK data 
protection law, including the UK GDPR and the Data Protection Act 2018. 

We recognise that employees, volunteers, supporters, and donors place their trust in us. We 
are committed not only to legal compliance but to respectful, transparent, and responsible 
use of data in pursuit of our charitable objectives. We apply a risk-based and proportionate 
approach appropriate to our size, resources, and volunteer-led structure. 

To help us with planning and decision making, we carry out a Legitimate Interest 
Assessment (LIA) and Data Protection Impact Assessment (DPIA) annually and after any 
significant policy change or incident. 

2. Scope 

This policy applies to: 
• Employees of REACT Disaster Response and its subsidiary REACT Group Solutions Ltd  
• Volunteers 
• Contractors 
• Trustees. 

REACT Disaster Response and its subsidiary REACT Group Solutions Ltd are separate data 
controllers. 

 

It covers all personal data processed by the organisation, whether held digitally or on paper. 

Matters relating to the design and operation of our website are managed separately via the 

Communications Team. Further details are available in our Privacy Notice and Cookie 
Policy on our website. 

3. Core Data Protection Principles 

We adhere to the principles of UK data protection law: 

Lawfulness, fairness and transparency – We are clear about how and why we use data 
Purpose limitation – We only use data for specific, legitimate purposes 
Data minimisation– We only collect what we need 
Accuracy – We keep data up to date 
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Storage limitation – We do not keep data longer than necessary 
Integrity and confidentiality (security) – We protect data appropriately 
Accountability – We take responsibility for how we handle data and can demonstrate 
compliance 

4. Roles, Responsibilities and Governance 

Senior Responsible Officer for Data Protection – CEO 
Has overall accountability for data protection compliance. (Note: This role does not 
constitute a formally appointed statutory DPO unless required under law.) 

Data Protection Lead – Director of Resources 
 

Responsible for day-to-day planning, risk assessment, implementation, advice, and oversight 
of data protection practices. Will lead a response to any incident and liaise with the ICO as 
needed. 

All staff, volunteers, and contractors. 

• Must handle personal data securely and in line with this policy. 
• Must undertake regular training assigned to them. 

• Must report any concerns or incidents promptly to the Data Protection Lead. 

 Accountability and Governance 

To demonstrate compliance, we: 

• Maintain a Record of Processing Activities (ROPA) 
• Document our decisions relating to data use.  

• Carry out risk-based assessments (including LIAs where applicable) and DPIA’s. 
• Regularly review relevant policies, procedures, and controls and always after a 

notifiable event 
• Apply a proportionate, risk-based approach to data protection. 

• Enable people to exercise their individual rights through means such as positive 
consent, Subject Access Request, right to deletion and correction. 

We aim to demonstrate not just compliance, but responsible and ethical use of personal 
data. 

 

5. Lawful Bases for Processing 

REACT identifies an appropriate lawful basis for processing personal data. 
Where we rely on legitimate interests, we carry out a Legitimate Interest Assessment (LIA). 

Where processing is high risk, we carry out a Data Protection Impact Assessment 
(DPIA).  
We process personal data under the following lawful bases: 
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Volunteers → Legitimate interests (primary), consent (specific cases), vital interests  
Employees → Contract + legal obligation  
Donors → Consent (electronic marketing), legitimate interests (postal) 

We explain these categories below, 

Legitimate interests 
For core operations, including volunteer coordination and appropriate fundraising, where this 
does not override individual rights. We carry out and document assessments where 
required. 

Consent 
Consent is: 
– Freely given, specific, informed, and unambiguous 
– Recorded 
– Easy to withdraw at any time. 

Contract 
Where we enter into agreements with individuals to fulfil a legitimate charitable or business 
obligation. 

Legal obligation 
Including tax, Gift Aid, employment, and regulatory requirements. 

Vital interests 
Where necessary to protect someone’s life or safety. 

• We maintain: 
Records of legitimate interest assessments (LIAs) and Data Protection Impact 
Assessments (DPIA) 

• A Record of Processing Activities (ROPA) 

These are maintained by the Data Protection Lead and made available to regulators 
where required. 

6. Data We Collect 

6.1 Volunteers 

We collect information necessary to deploy volunteers safely and effectively, including: 
• Contact details 
• Skills, experience, and training records 
• Location 
• Emergency contacts 
• Relevant health information (see Section 7) 

• We hold the outcome of Enhanced DBS checks. It is necessary on occasion to carry out 
a risk assessment on a DBS outcome which is recorded in a secure manner. 
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6.2 Employees 

We collect standard employment data, including: 
• Personal and contact details 
• Payroll and tax information 
• Training and performance records 
• Sickness absence history 
• Next of kin and emergency contacts. 

6.3 Donors 

We collect and use donor data to support our work and maintain relationships with 
supporters. This includes: 
• Contact details 
• Payment details 
• Donation history and preferences 
• Gift Aid information 
• Communication records and preferences. 

We may carry out limited analysis of donor interactions to improve communication and 
engagement. We do not carry out intrusive profiling or wealth screening. 

Donor data is used to: 
• Process donations and Gift Aid 
• Communicate our work and impact 
• Carry out fundraising in a respectful and proportionate way. 

Further detail is provided in our Privacy Notice available on our website. 

6.4 Fundraising and Marketing Communications 

We are committed to responsible fundraising: 

• We comply with UK GDPR and PECR 
• We only send email or SMS marketing with consent 
• Postal communications may be sent under legitimate interests, with opt-out options 

We ensure: 
• Communication preferences are recorded and respected 
• Opt-outs are simple and actioned promptly. 

We do not: 
• Use pre-ticked boxes 
• Assume consent 
• Sell or share personal data for third-party marketing. 

 

7. Special Category Data 
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Special category data is processed in accordance with Article 9 UK GDPR and 
relevant conditions under Schedule 1 of the Data Protection Act 2018.  
 

We rely on the following conditions. 

 

• Data is collected with explicit consent or Employment, social security and social 

protection (Schedule 1, Part 1) or substantial public interest for Safeguarding of 

children and individuals at risk (Schedule 1, Part 2) 

• Accessed only by authorised personnel 

• Limited to what is strictly necessary 

• Stored securely with enhanced access controls 

• Retained only for as long as required 

a) Health Information 

We may collect limited health data about volunteers where necessary to: 
• Ensure safe deployment 
• Provide appropriate support or training 
• Protect wellbeing. 

b) Criminal Records Check – outcomes 

This data is processed under Article 10 – Schedule 1 conditions of the UK Data Protection 
Act 2018. We maintain an Appropriate Policy Document as required under the Data 
Protection Act 2018. This document is reviewed annually and retained for at least six 
months after the relevant processing activity has ceased. 

We receive notification of the outcome of volunteer Enhanced DBS checks by the authorised 
service provider. If all is clear, the deployability dashboard automatically turns green. 

We receive an alert if there is any matter reported on the check that we need to investigate 
further with the volunteer. We do not receive any information about the content of the check. 

The volunteer can opt not to proceed. If they do wish to proceed with their volunteering, we 
will invite them to participate in a risk assessment. This conversation is recorded in a secure 
incident record, accessible to only two members of the HQ team. The record is held only for 
the relevant period associated with the matter raised on the check. 

A separate policy on Volunteer DBS checks is maintained and available upon request. 

 

8. Data Sharing 

We only share personal data where necessary: 



Data Protection and Information Security Policy 

 
• With partner organisations (for joint activities) 
• With trusted service providers (e.g. IT systems, CRM platforms, payroll providers) 
• With regulators, authorities, or safeguarding bodies where required 

We ensure: 
 

Data sharing is limited to what is necessary 
• Appropriate contracts or agreements are in place 
• Data processors act only on our instructions 
• Safeguards are applied to protect data. 

We may transfer data outside of the UK, appropriate security measures and safeguards are 
in place to meet the requirements of UK legislation and contractual agreements. 

We do not sell personal data or share it for third-party marketing. 

9. Data Security 

We apply proportionate organisational and technical security measures, including: 

• Password-protected systems and two-factor authentication where appropriate 
• Role-based access controls (least privilege principle) 
• Encryption and secure data transfer where appropriate 
• Secure storage of paper records 
• Use of trusted and vetted software providers 
• Regular data backups 
• Monitoring and awareness of phishing and cyber risks 
• Periodic review of security controls 

All staff and volunteers must: 
• Keep personal data confidential 
• Use only approved systems and devices wherever possible. If using your personal device, 
you must ensure that other security controls are in place to protect REACT data. 
• Avoid unauthorised storage or sharing of data 
• Report suspected breaches immediately and 

• Undertake the training assigned to them. 

10. Data Retention 

We only retain personal data as long as necessary. 

Examples include: 
• Volunteer records – we retain your data for the period of your active volunteering and up to 
two years when you are assessed as Inactive. Inactive means when you have not trained, 
deployed, or engaged with communications from us. When assessed Inactive your record 

will be deleted or anonymised, unless required for legal, safeguarding, or regulatory 
purposes in line with relevant UK legislation or regulatory guidance. We reserve the right to 
retain non- personal activity data to help us with monitoring, evaluation and reporting our 
activities.  
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• Employee records – retained in line with employment law requirements 
• Donor records – retained for up to 7 years for financial and tax purposes 

We maintain a retention schedule and securely delete or anonymise data when no longer 
required. 

11. Individual Rights 

Individuals have the right to: 

- Withdraw consent. 
- Access their personal data. 
- Correct inaccurate data 
- Request deletion (where applicable) or do this yourself via the volunteer portal. 
- Restrict or object to processing. 
- Data portability (where applicable) 

 

Requests can be made in writing, by phone, or in person. 

We may require proof of identity before fulfilling requests. Some rights are not absolute 
and may be limited where exemptions apply under the Data Protection Act 2018 
 

Requests will be responded to within one month. 

See our separate Subject Access Request Procedure. 

Individuals also have the right to complain about any data protection matter to the 
Information Commissioner’s Office if they are dissatisfied with how their data is handled. 

12. Data Breaches 

A data breach includes loss, misuse, or unauthorised access to personal data. 

If a breach occurs: 
• It must be reported urgently (normally within 24 hours from becoming aware of the breach) 
to the Data Protection Lead 
• We will assess, contain, and investigate the incident 
• Notifiable breaches will be reported to the ICO within 72 hours 
• Affected individuals will be informed without undue delay where there is a risk to their 
rights and freedoms 

We maintain a separate procedure and incident log and review incidents to improve our 
practices. 

13. Training and Awareness 

• All volunteers receive basic data protection guidance which will be refreshed annually and 
after an incident 
• Staff and role-specific volunteers receive appropriate annual training 
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• Fundraising roles receive specific guidance on donor data and consent 
• This policy is accessible to all 

 

14. Policy Review 

This policy will be reviewed: 
• Annually 
• Following significant organisational or legal changes 
• After a data breach or identified risk. 

15. Contact 

For questions or requests please contact: 

Data Protection Lead 
Jane Pound 

jane.pound@re-act.org.uk or stephanie.adams@re-act.org.uk  

Privacy enquiries to info@re-act.org.uk 
 

Tel: 0300 330 9488 

 
 
 

16. Automated Decision-Making 

We do not make decisions based solely on automated processing. 

17. International Transfers 

Where personal data is transferred outside the UK, we ensure appropriate safeguards are in 
place, such as UK adequacy regulations or the use of the UK International Data Transfer 
Agreement (IDTA) or the UK Addendum to Standard Contractual Clauses. 

 

Approval 

Approved by:  

Name : Toby Wicks 

 
Date: 6 May 2026 
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